Introduction
It is generally agreed that data should be used in the 'right way', and the ethical aspects of doing so must be considered. It is widely recognised that an ethical duty is to 'do good', and the possible corresponding duty to 'do no harm'. Two other ethical considerations — autonomy and justice are less often recognised. These ethical considerations are known jointly as the four pillars of ethics:
· Autonomy – respect for the patient’s right to self-determination;
· Beneficence – the duty to ‘do good’;
· Non-Maleficence – the duty to ‘not do bad;’
· Justice – treat all people equally and equitably.
There may be situations where data sharing is complex, and it may not be possible to respect all four pillars of ethics equally at the same time. The key consideration is that a balanced view on using data in an ethical manner must be considered at all times. It is recommended that a Data Protection Impact Assessment (DPIA) is carried out prior to the ethics assessment and at the beginning of the project initiation to ensure any data protection issues are mitigated.
The form below will help you assess the use of data ethics within the project that you propose to undertake.
Detail of Project

	Information Asset/Project Name
	

	Directorate/Department
	

	Organisation
	

	Is this a change to an existing process?
	

	Assessment Completed By
	

	Job Title
	

	Date completed
	

	E-mail
	

	Information Asset Owner
	

	DPIA Reference Number
	

	Project/Change Outline - What is it that is being planned? If you have already produced this as part of the project's Project Initiation Document, Assurance Quality Plan or Business Case etc. you may make reference to this, however a brief description of the project/process being assessed is still required.

	



	Purpose / Objectives - Why is it being undertaken?  This could be the objective of the process or the purpose of the system being implemented as part of the project. Are there any reasonable and/or less intrusive alternatives to the proposed processing?

	



	What is the purpose of collecting the information within the system?  For example patient treatment, patient administration, research, audit, reporting, staff administration etc. There may be multiple purposes. 

	


	Does the initiative process data for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes? If yes, processing will be subject to appropriate safeguards ensure that technical and organisational measures are in place in particular in order to ensure respect for the principle of data minimisation. Those measures may include pseudonymisation provided that those purposes can be fulfilled in that manner.

	

	Is the purpose for originally collecting the data the same as the purpose described above? If no, please confirm the original purpose for processing the data. 

	

	Provide details of any previous Ethics Assessment or other form of Ethical assessment done on this initiative. A DPIA may have been undertaken during the project initiation. 

	

	Stakeholders - who are the key stakeholders involved in this project/change? Please list stakeholders in the table below and detail any stakeholder activity taken.

	Organisation name / Stakeholder Description
	Details of Engagement / Stakeholder Activity / Controller 
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Ethics Assessment

	1. [bookmark: _Hlk119529017]Legal Compliance and Assurance

	Have you sought advice to ensure that the organisation / controller has the legal power or authority to undertake the processing / project within the NDR for direct care / secondary uses purposes?
	Choose an item.	

	Have you sought detailed advice on the information governance requirements of the project?
	Choose an item.	

	Have you sought detailed advice on the security requirements of the project?
	Choose an item.	

	Have you completed the Welsh IG Toolkit?
	Choose an item.	

	Have you undertaken an Equality Impact Assessment?
	Choose an item.	

	Have you engaged Patient Safety leads?
	Choose an item.	

	2. Public Good

	What benefit does the project bring to individuals or groups of people? (Benefit)
	Choose an item.	

	Have any inequalities identified by the Equality Impact Assessment been mitigated?
	Choose an item.	

	Does the project have the potential to cause clinical harm or damage and distress if done incorrectly?
	Choose an item.	

	Have any risks been entered on the corporate risk register?
	Choose an item.	

	Have any mitigating factors been introduced to reduce risks?
	Choose an item.	

	3. Transparency and Engagement

	Have you considered how user and public engagement is sought and what methods of communication will be utilised to inform stakeholders of all developments? E.g., communications plan, privacy notice, meeting the IG Framework assurance process
	Choose an item.	

	Do you have a formal process by which users and members of the public can raise any concerns.
	Choose an item.	

	4. Project Governance

	Do you have in place a process to ensure that the project is continuously evaluated for success and risks?
	Choose an item.	

	Do you have in place a process to ensure user need and public benefit is revisited throughout the project?
	Choose an item.	

	Do you have in place a process to ensure user that there are skills, training and maintenance for longevity of the project?
	Choose an item.	

	Do you have in place governance structure and associated processes in place to update and gain approval of all relevant stakeholders and data controllers to ensure the safe and sustainable implementation of the processing / project?
	Choose an item.	

	5. Expertise

	Have you ensured experts in the field will be fully involved in the project?
	Choose an item.	

	6. Methodologies and Data Quality

	Have you identified the definitive sources of the data?
	Choose an item.	

	Does the metadata identify the source of the data?
	Choose an item.	

	Has an assessment been made in relation to the quality of all of the data by a Data Standards professional?
	Choose an item.	

	Have you established processes to ensure that the data maintains it integrity?
	Choose an item.	

	Have you in place processes to ensure that any algorithm is consistently achieving the correct output? See ICO guidance on AI and Data Protection
	Choose an item.	

	Does the project have in place measures to recognise any historical bias in the data and to mitigate this?
	Choose an item.	

	7. Digital Inclusion

	Has an alternate means of accessing publicly available NDR data been established, or is this of equal status as part of the project plan to cater for members of the public who do not have access to digital services or are not digitally literate?
	Choose an item.	

	How have you ensured that you can provide access to publicly available NDR data to members of the public where they are digitally excluded as a result of a disability or illness?
	Choose an item.	

	8. Language

	Have you ensured that your service is available in Welsh (and any other language if relevant) where required?
	Choose an item.	

	Have you translated, or have you established how pages are translated into Welsh (and any other language if relevant) so that can be viewed by members of the public?
	Choose an item.	

	Are there any circumstances where you have assessed that information can only be provided in English?
	Choose an item.	

	9. User Need and Engagement

	Have you researched user need?
	Choose an item.	

	Have you established how user need be explained and communicated to everyone in the project?				
	Choose an item.	

	Have you established how you can continually assess that user need is met by the project?
	Choose an item.	




Glossary of Terms

	Term
	Meaning

	Algorithm
	An algorithm is a set of step-by-step instructions. In artificial intelligence, the algorithm tells the machine how to find answers to a question or solutions to a problem.

(Source: Algorithmic Transparency Standard, Central Digital and Data Office, UK Government, 2021 
Guidance on AI and data protection | ICO
Explaining decisions made with AI | ICO

	Bias

(see also ‘historic bias)
	Systematic distortion of results or findings from the true state of affairs, or any of several varieties of processes leading to systematic distortion.

(Source: A Dictionary of Public Health, Oxford University Press 2007)
What about fairness, bias and discrimination? | ICO

	Data
	In this context this consists of ‘information in an electronic form that can be stored and used by a computer:’ (Source: Oxford English Dictionary)


	Data Integrity (‘data maintains integrity’)
	Data integrity is the overall accuracy, completeness, and consistency of data.

(Source: Digital Guardian).

	Data Quality
	Data is generally considered high quality if it is ‘fit for purpose’’.

(Source: UK Government Data Quality Framework).


	Data Protection Impact Assessment (DPIA)
	A process to help identify and minimise the data protection risks of a project.

(Source: ICO, See here for more information - https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments 

	Data Standards
	Standards intended to provide consistent meaning to data across information systems and organisations which may include representation, format, definition, structure, transmission, manipulation, use, and management.

(Source: Health Data Research UK, Principles for Data Standards, 2020)

	Data Standards Professional
	An expert on the management of and setting of Data Standards.

	Digital Inclusion
	Ensuring the benefits of the internet and digital technologies are available to everyone.

(Source: Citizens Online)

	Digitally excluded 
	The opposite of Digital Inclusion.

Digitally-excluded people can lack skills, confidence and motivation, along with having limited or no access to equipment and connectivity.

(Source: Citizens Online)

	Digitally literate
	The capabilities that fit someone for living, learning, working, participating and thriving in a digital society.

(Source: Health Education England)

	Equality Impact Assessment
	‘A systematic and evidence-based tool, which enables us to consider the likely impact of work on different groups of people’. (Source: Equality Impact Assessments 2010, Cabinet Office, 2011)

While not a legal requirement, the courts have established that an Equality Impact Assessment is instrumental in demonstrating compliance with the Public Sector Equality Duty as described by Section 149 of the Equality Act 2010 and associated sections (see: R (D) v Worcestershire County Council [2013] EWHC 2490)




	

	Historical bias 
	A bias based on historical methodologies, assumptions or recording techniques.





	Metadata 
	Set of data providing information about other data, either at dataset level or value level

(Source: Health Data Research UK, Principles for Data Standards, 2020)


	Patient Safety
	“Patient Safety is a health care discipline that emerged with the evolving complexity in health care systems and the resulting rise of patient harm in health care facilities. It aims to prevent and reduce risks, errors and harm that occur to patients during provision of health care. A cornerstone of the discipline is continuous improvement based on learning from errors and adverse events.”

(Source: World Health Organisation)

	User
	In the context of this ethics framework this can be defined as the person who is affected by, either indirectly or directly, by the project.

	User Need
	The needs that a user has of a service, and which that service must satisfy for the user to get the right outcome for them.

(Source: GDS Service Manual 2017).

	Welsh IG Toolkit
	A self-assessment tool enabling organisations to measure their level of compliance against national Information Governance standards and legislation.

(Source: Digital Health and Care Wales)
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